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• Several industries are transitioning from rules-based design, prescribed by safety codes and norms, to risk-
based design and performance requirements that allow more freedom to innovate and introduce new
technologies.

• In aviation, the U.S. Federal Aviation Administration (FAA) transitioned In 2017 to performance requirements
for General Aviation regulations (FAR 23), however, the aviation experience with the use of performance-based
requirements is not recent. For several decades now aviation has been using performance-based requirements
to fill the regulatory gap for computer-based systems.

• Using the lessons learned from the investigation of recent B-737 MAX accidents, and the authors experience
matured in the International Space Station Program, this presentation intends to show the intricacies of such
transition and the need to accompany it with a complete redefinition of the aviation regulatory certification
process and organization.
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PRESCRIPTIVE vs PERFORMANCE STANDARDS
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Prescriptive  vs 
Performance 
Standards

PRESCRIPTIVE STANDARD. A standard that specifies
design requirements, such as materials to be used,
how a requirement is to be achieved, or how an item is
to be fabricated or constructed, such that the item can
be considered safe.
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PERFORMANCE STANDARD. A performance standard specifies the outcome required (i.e., safety level) but leaves the
concrete measures to achieve that outcome i.e. (hazards risk mitigation and control measures) up to the discretion of the
designer.



Advantages of 
Prescriptive 
Standards

Advantages of prescriptive standards (also called design 
standards or rules-based standards):

• Easier for developers and operators to implement

• Easy to check compliance with for the regulatory 
authority.

• Schedule efficient: just read and transpose into 
design

• No need (for industry) to think “is this good 
enough”. 
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Disadvantages of 
Prescriptive Standards

Disadvantages of prescriptive standards:

• Mandated solutions may be effective in some 
cases but not in other cases.

• Mandated solutions may prove to be more 
costly than other equally effective solutions. 

• By specifying how to act, prescriptive standards 
can inhibit innovation or become obsolete.

• Are reactive (reviewed and changed post 
mishap).

• May lead to over/under-engineering

• Nurture a compliance mindset rather than a 
safety mindset 
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Rules-based Design  

REGULATORY AUTHORITY INSPECTION AND TESTING



Performance 
Standards 

• Performance standards include
requirements that define qualitatively
and/or quantitatively the acceptable level
of safety that the system must achieve.

• Qualitative performance requirements
define the acceptable level in terms of
function fault tolerance.

• Quantitative performance requirements
are those for which compliance can be
demonstrated either by prediction (i.e.,
risk analysis), or by measurement (e.g.
contaminants in the air).
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The selection of the applicable performance requirements is driven
function-by-function, by the relevant severity in case of failure
(catastrophic, critical, etc.). They aim for low probability of occurrence
for high-consequence events, while allowing higher probability of
occurrence for low-consequence events.



Advantages and limits of 
Performance Standards
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• By focusing on outcomes, performance standards give
to developers flexibility and make it possible for them to
find the lowest-cost means to achieve compliance.

• Performance standards can generally accommodate
technological change and the emergence of new

hazards in ways that prescriptive standards cannot.

• Performance standards can be imprecise when the
requirements are loosely specified and sometimes
uncertainty may be injected just for the need to be
generic.
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Risk-based Design & Safety Case 
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Independent Safety 
Review Panel

• While objective evidence of compliance with
prescriptive requirements is straightforward
through inspections and tests, assessing
compliance with performance requirements
necessitates an independent multi-disciplinary
review team with design and operations skills
and competences equal or even better than
those of the project team.
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B-737 MAX MCAS: LESSONS LEARNED 
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An obsolete regulatory 
framework facing  
new challenges

The external appearance of an airliner except for larger
engines and winglets has not changed very much in the
last 50 years. Airplanes like Boeing 737, which first flew
in the late sixties, look still very much the same but
inside the cockpit and in many places out of passenger’s
view a big revolution took place.

On a modern airliner there are hundreds of computers
disseminated everywhere that interact with each other
without the pilot being aware of this interaction.

However, the way a civil aircraft is certified, which
means the overall rules it must follow and how
compliance with such rules is verified by the aviation
authority, have not changed very much over the last 70
years. It is exactly in such obsolete regulatory
environment that some of the root causes of the B-737
MAX accidents lay.

November 2021 13

1966 First B-737 under construction



The B-737 MAX 
Accidents  

• In March 2019, the new Boeing 737
version called MAX-8 was grounded
worldwide after two accidents that
killed all 346 people on board.

•In both accidents the airplane was
gaining altitude shortly after take-off,
and apparently the pilots tried
repeatedly to maintain the angle of
attack (AOA) to gain altitude at the
planned rate, but instead the
airplane was nose-diving.

• unknown to the pilots, a system
called Maneuvering Characteristic
Augmentation System (MCAS) was
operating in the background.
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Why MCAS? 

The new Boeing 737 MAX-8 engines
have a better fuel consumption but
are larger and heavier.

To limit the modifications, Boeing
accommodated the engines higher
and more in front of the wing than
previous 737 versions. In certain
flight conditions the configuration
creates an airplane pitch-up
moment. To prevent the risk of stall
at increasing AOA an automatic
system was added, the MCAS, to
push the nose down.

Although the B-737 has two AOAs,
one on each side of front part of the
fuselage, only one was connected to
the MCAS
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Automation changed
airplanes and pilots  

Civil aviation certification is traditionally based on: 

• use of prescriptive safety standards in design; 

• regulatory inspection and testing to ascertain system 
compliance with rules;

• pilot’s procedural training. 

This approach worked well for decades until size, complexity, crew
workload and costs started demanding the ever-increasing use of
electronics and computers on board. First fly-by-wire, then
electronic engine control, digital autopilot, auto-throttle, auto-land,
flight director, and many more automated systems. Automation
made necessary the use of performance safety requirements and
changed the role of pilot from controlling to monitoring and
reduced the pilot’s ability for manual aircraft control.
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Introducing
“Equivalent Safety” 

• Regulators established an “equivalent
safety” policy principle consisting in treating
those novel systems on a case-by-case basis,
and replacing (unavailable) prescriptive
design rules with performance requirements
representing the acceptable level of risk.

• The level is modulated depending on the
functional safety criticality, “catastrophic”,
“hazardous”, and “major” of the system.

• Failure tolerance (redundancies and
inhibits) are left to the manufacturer to
decide, except to be (at least) Fail-Safe for
“catastrophic ”consequences.
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CATASTROPHIC 1 failure in 1x10-9 flight hrs + FAIL-SAFE

HAZARDOUS 1 failure in 1x10-7 flight hrs ---

MAJOR 1 failure in 1x10-5 flight hrs ---



The logic 
behind the 
numbers 

• “Taking into consideration the accident rate in
commercial (occidental) aviation in the 10-year
period from 1970 to 1980 a rate of catastrophic
accidents a little less than 1 ×10-6 flight hours was
detected…about 10 percent of the catastrophic
accidents could be attributed to system failures.
Hence the portion of catastrophic accidents
attributed to systems was of the order of 1 ×10–7

flight hours. Starting from the arbitrary hypothesis
that a commercial large aircraft could present 100
hazards (potential failure conditions) leading to a
catastrophic effect, it follows that, for each system,
the acceptable probability of catastrophic failure is
less than 10–9 flight hours ”

November 2021 18

FATAL ACCIDENTS
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PER YEAR



Demonstrating 
equivalent safety 

To demonstrate “equivalent safety”, the 
manufacturer must do:

a) First a function criticality assessment to 
determine the acceptable risk level.

b) Then a reliability analysis to demonstrate 
that the system probability of failure is lower 
than the acceptable  risk level. 
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Flawed analysis 
•The MCAS risk of unwanted activation was
classified by Boeing as “major

•The rationale for the classification as “major ”was
explained by Boeing because “continuous
unintended nose-down stabilizer trim inputs would
be recognized as a stabilizer runaway failure and
the relevant procedure for stabilizer followed”.

•Such pilot procedure is called “Memory Item” in
aviation. Memory Item is a procedure so critical
that, when needed, the pilot doesn’t have time to
look up the checklist and go through it line by line.
Therefore, the checklist must be committed to
memory.

November 2021 20



Flawed analysis (cont’d) 
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In the hazard theory, the human intervention to
mitigate a hazard is called “operational hazard
control”. To base the consequence severity
classification of a functional hazard on the
activation of a hazard control like the prompt
intervention by the crew is a fundamental logical
contradiction.

It is the functional hazard classification that drives
the identification of the necessary hazard controls
including human intervention and not vice-versa.

Therefore, the MCAS functional hazard of
unwanted activation should have been classified as
“catastrophic ”.



Is this all?   
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The overall approach is flawed

Lacking resources and skills



The overall approach 
is flawed   

It is a mistake to split the hardware-software-
liveware system unity to follow the logic of
conventional aviation systems, as if the
interaction between human and automatic
systems is the same as it was between human
and conventional mechanical or electrical
systems, and as if making software “safe ”is
solely a matter of process quality control.

Overall, the certification process has shifted
from hardware inspection to verify the correct
implementation of design rules to checking that
criticality and reliability analyses are performed
according to best-practices.
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(System) 

Risk = Probability of (hardware) Failure x Consequence X
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Lacking resources 
and skills   

• FAA which formally certified the MCAS learned of its
existence after the first crash!

• “FAA is charged with overseeing the safety and
certification of all civilian aircraft manufactured and
operated in the United States. This is a significant
undertaking given that the U.S. civil aviation industry
includes almost 292,000 aircraft, nearly 1,600 approved
manufacturers, and more than 5,400 aircraft operators.
Recognizing that it is not possible for FAA employees to
oversee every facet of such a large industry, Federal law
allows the Agency to delegate certain functions to private
individuals or organizations, such as determining compliance
with aircraft certification regulations. Designees can perform
a substantial amount of critical certification work on FAA’s
behalf. For example, according to FAA data, in 2018
designated organizations at four U.S. aircraft manufacturers
approved about 94 percent of the certification activities for
their company’s aircraft”.
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A new 
organizational 
set up is needed
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Regulatory bodies should establish
independent support organizations in which
experts from industry, academy and from
regulators themselves can evaluate within
multidisciplinary teams the results of
hazards analyses and the relevant design
solutions. Apart from a small permanent
core team, such organization would make
use of temporary staff seconded from
external mother organizations
(manufacturers, operators, universities, etc.)
for the duration of a specific project or
certification activity.

Examples from other safety-critical business fields: INPO (Institute of Power
Operations), established after the Three Mile Island accident of 1979, or the
COS (Center of Offshore Safety) established after the Deepwater Horizon oil-rig
disaster in the Gulf of Mexico of 2010.
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CONCLUSION  
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✓ Current airworthiness standards are either antiquated or inadequate. Design rules and
quantitative performance requirements should be deemphasized in favor of qualitative
performance requirements.

✓ Currently it is considered that accidents arise from failures of hardware, software or human often
considered separately: industry should adopt a genuine risk-based design and use modern system
hazard analysis techniques that account for hardware-software-liveware faults and interactions.

✓ The safety certification process has become progressively less effective because of the ever-
widening resources and skills gap between regulators and industry: organizations should be
established to provide independent technical and scientific support to regulatory bodies on an ad-
hoc basis.
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• ...The fact that multiple technical design missteps or certification
blunders were deemed compliant by the FAA points to a critical need
for legislative and regulatory reforms. That Boeing was able to show
that its new transport category commercial aircraft met the FAA’s
certification criteria, yet was involved in two fatal crashes within the
span of just two years and two days after the FAA granted certification,
is disconcerting. The FAA’s aviation oversight system failed in dramatic
fashion. This sentiment is underscored by Tommaso Sgobba, Executive
Director of the International Association for the Advancement of Space
Safety (IAASS), who recently observed: “The Boeing B-737 MAX
accidents represent a major failure of the aviation regulatory system….”
Indeed, producing a compliant aircraft that proved unsafe should have
been an immediate wake-up call to both Boeing and the FAA that the
current regulatory system that certified the MAX is broken...

(US House Committee on Transport and Infrastructure - Final Boeing 737 Max Report
September 2020)
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